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Basic Points of Concern for Networking 

 DO’s: 

o Centralized Control Point for all IP Address Assignments. 

o Plan all network growth. 

o Ensure that there is an up-to-date Network Map at all times. 

 For the complete Business environment. 

 Each network device should record: 

 IP Address 

 Subnet Mask 

 Default Gateway 

 MAC Address 

 Physical Location 

o Clearly identify DNS servers and/or IP Address resolution plan. 

o Clearly define each restricted IP Address Network, identify: 

 Owner 

 Network Definition 

 Security level 

 Network Access 

o Design backup plan to include network device settings. 

o Design Network power supply to meet requirements of equipment 

residing on the network. 

o Identify all external Network Connection Points.   

 Internet 

 Customer Access 

 Vendor Access 

 Other third party access points 

o Security: 

 UserID/Password all network devices  

 Develop and Implement Firewall Methodology 

 Develop and Implement DMZ Methodology 

 Understand, Plan and Document all holes punched into firewall 

o Build in Network redundancy.  

 

 Don’ts: 

o DO NOT allow unplanned proliferation of network devices. 

o DO NOT issue static IP’s within a DHCP controlled Network Range. 

o DO NOT use default Passwords 

o DO NOT loss control of Network UserID’s and Passwords. 

 

 There is much more to know.   


